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PTTEP

Privacy Notice on the Collection of Personal Data from Vendors or Contractors

For procurement, contractual compliance and payment processes

PTT Exploration and Production Public Company Limited or PTTEP and PTTEP's subsidiaries
(hereinafter referred to as the “the Company”) value the importance of personal data and data subject’s
rights on the protection of collection, storage, use, disclosure and/or cross-border transfer (hereinafter
referred to as the “Data Processing”) of personal data. We therefore establish this Privacy Notice and

inform you of the purpose and method of the Data Processing as follows:

1. Scope of “Personal Data”

“Personal Data” means any information relating to a person which enables the identification of
such Person, whether directly or indirectly, but not including any information on deceased Persons in

particular.

“Sensitive Personal Data” means any information categorized by laws as sensitive personal data
under Section 26 of the Personal Data Protection Act, B.E. 2562 as prescribed by the Personal Data

Protection Committee.

2. Source of Personal Data

The Company obtains your personal data from you directly or other sources e.g., coordinators
or contact persons of your company. In some cases, the Company may obtain others’ personal data
provided by you, such as emergency contact persons or other persons related to procurement,
contractual compliance and payment processes. Company may obtain personal data from submission
of hard copy containing personal data, by post including electronic channels, e.g., email, telephone,
LINE ID, One Procurement System, Vendor Master Request as well as any other channels.

In case you provide personal data of others to the Company, you should ensure that you are
authorized to provide us such personal data and allow the Company to process the personal data in
accordance with this privacy notice. Moreover, you are required to notify such person concerning this
privacy notice and/or to obtain their consent as required by laws or relying on other legal bases as

appropriate.
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3. Personal Data to be Collected, Used, and Disclosed

The Company will collect your personal data as follows:

General personal data, including first name, last name, certification of name change, job title,
address, phoneffax number, email, date of birth, photo (if any), data on any govemnment-issued
documents (e.g., identification card, passport, alien registration card, driving license, work permit or visa,
etc.), tax identification number, resume, training certificate, bank account number and details, signature,
meeting records, social media account (e.g., LINE ID), car information (e.g., car registration number,

brand, model and color).

Sensitive personal data includes health data for the purpose of disease screening, including
COQOVID-19 for entering company premises or operation area, criminal record and disability data in which
the Company obtained your consent or is necessary and allowed by laws to process your personal

data.

Technical personal data including the sign-in usemame and password, IP Address, media
access control information, traffic data, log file, cookies data, system usage information, website usage
information, operating system and platform, and other technologies on the device used to access the

platform, and any other personal data relating to the use of the Company's system.

In case an identity document is requested, such as identification card or other government
documents containing sensitive personal data, such as race, religion and blood type which are not
necessary for the Company’s operation according to the purpose of processing of personal data, you
may redact it before sending the documents to the Company. If you do not do so, the Company reserves
the right to redact it. In this case, no sensitive personal data will be deemed to be collected by the

Company.

The above-mentioned personal data are voluntarily provided. The Company will collect
them according to the purposes stated in this Privacy Notice. In some cases, the Company needs
to collect Personal Data for the performance of a contract or to enter into a contract, or for
compliance with laws, including for fulfilling the purpose of the Company. Refusal to provide the

necessary Personal Data may result in the inability to perform a contract, enter into a contract with



you, comply with laws which the Company is subjected, and/or inability to fulfil the purpose for the

collection, use, and disclosure Personal Data.

4. Purposes and Legal Bases for Processing Personal Data

The Company only collects, uses, discloses, and/or cross-border transfers your Personal
Data for the purposes of procurement process, contractual compliance and payment e.g., new
vendor registration, vendor verification of vendors and their authorized representatives, contract
management, payment transaction, business coordination, regulatory compliance including any
management to ensure effective internal control for the aforementioned processes.

The personal data processing is based on the contractual basis, legitimate interest and
legal obligation. In case it is required by law, the Company will seek your consent and process your

personal data based on such consent.

5. Categories of Persons or Organizations to which the Company Discloses Your Personal Data

The Company may disclose your Personal Data to the relevant internal units that need to use such
personal data for the procurement, contractual compliance and payment processes. The Company may
disclose your Personal Data to another person or external organization, which may be located in Thailand

or a foreign country for the purposes specified in this Privacy Notice.

® PTTEP group companies, joint venture companies and PTT group companies for the
purposes of internal audits, following up with recommendations, examination of complaints
or claims to prevent fraud, inappropriate behavior, wrongdoing or unlawful acts including
exchange of information for group-wide management, risk management, and internal

auditing.

® Third-party service providers including IT system development companies (e.g., SAP, One
Procurement and Vendor Master Request systems), professional advisors (e.g., legal
advisors and external auditors), bank, data or document storage service providers, cloud
storage service providers in which the data are stored in Thailand and/or a foreign country,

etc. The Company will require third-party service providers to maintain confidentiality in the



contract signed with the Company unless the Company is able to rely on a legal basis or

other exceptions specified by laws,

® (Government agencies, government entities, and/or relevant regulators when permitted by

law or under legal order.

6. Cross-Border Transfer of Personal Data

The Company may disclose and/or transfer your Personal Data to persons or organizations
located in foreign countries, such as sending data to the affiliated companies, or t a data storage unit
located outside of Thailand.

In some cases, destination countries to which your Personal Data are sent or transferred may not
have the equivalent level of personal data protection standards as Thailand. In such cases, the Company
will follow the procedures and implement measures to ensure adequate protection of Personal Data sent
or transferred, and that the person or organization receiving Personal Data has appropriate Personal Data
protection standards, which may include the use of the Personal Data Protection Policy for sending or
transferring Personal Data to the data controller or data processor who is in a foreign country, and is in the
same affiliated business, or in the same group of undertakings, for the purpose of a joint business or
cooperation, or the transfer complies with legal requirements, with your consent, or fall under exceptions

as required by law.

7. Personal Data Storage and Retention Period

The Company will store and record your Personal Data in a soft-copy form in the One Procurement
System and Vendor Management System including a shared drive and the cloud provided by the third-
party service provider. For a hard-copy form, we will store the Personal Data in the document filing cabinet
and room within the Company and in the document storage maintained by service provider in which only

relevant units are allowed to access this information.

The Company will retain the Personal Data for as long as it is necessary to fulfil the purposes
specified in this Privacy Notice, to comply with appliable laws or as permitted by law including for
reference and examination as necessary for a period of 10 years after termination of the legal relationship

with you unless otherwise specified by laws, or where the Company has the right or is able to rely on a
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legal basis to process your Personal Data. When such retention period expires the Company will delete,

destroy, or anonymize your Personal Data within 90 days.

8. Standard of Security Measures

The Company implements appropriate security measures for processing personal data, in the
documents, electronic and/or any other forms, which include technical, administrative, and physical
measures covering components of related information systems based on the compliance with security
measures stipulated by personal data laws to maintain confidentiality, integrity, and availability of Personal
Data as appropriate according to the risk levels. These measures include the limitation of access right of
personal data and significant components of the information system, the user access management, the
user roles and responsibiliies and the implementation of appropriate methods enabling the
re-examination of unauthorized access, alteration, amendment, or erasure of the Personal Data. In
addition, the Company boosts awareness of personal data protection and security measures for relevant
employees to prevent loss, unauthorized and unlawful access, use, alteration, or disclosure of your

personal data

9. Rights of the Data Subject

The data subject has the right to withdraw consent for the collection, use, and/or disclosure of
their Personal Data provided to the Company; the right to access and obtain a copy of your Personal
Data including the right to request the disclosure of acquisition of your Personal Data obtained without
consent; the right to rectify your Personal Data; the right to delete your Personal Data or to de-identify
them; the right to restrict the use of your Personal Data; the right to port your Personal Data in a
structured, readable in electronic format, and transfer this data to another data controller; the right to
object to the collection, use, and/or disclosure of your Personal Data; and the right to lodge a complaint

against the Company to the Personal Data Protection Committee.

The data subject can exercise the rights indicated above by submitting a written or
electronic request in the form and details as prescribped on the Company's website

https://www.pttep.com. The Company will consider the request and send the result to the data



https://www.pttep.com/

subject within 30 days from the date the request is received. The Company may reject a request

from the data subject if permitted by law.
10. Revision and Changes of Privacy Notice

The Company may update or amend this Privacy Notice from time to time to ensure
conformity with legal provisions and the changes in the Company's operation. The Company will

clearly inform you of any changes before any revision or amendment.

11. Contact Information

Category and Vendor Management Section/Global Supply Chain, Procurement and
Contracts Department

PTT Exploration and Production Public Company Limited

555/1 Energy Complex Building A, 6" Floor & 19" - 36" Floor, Vibhavadi-Rangsit Road,
Chatuchak, Chatuchak, Bangkok 10900

Telephone: 66 (0) 2537-4000

Email: CategoryVendorMgmt@pttep.com
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